the individual's interests, but it is problematic in light of the fundamental right to privacy.
In the United States ('US'), there have already been some lawsuits against companies and organizations that used cookies to gather information about Internet users. The most notorious example of such a case involved the Delaware-based advertising company DoubleClick, Inc. 2 This company's marketing niche is its promise to advertisers to place their ads in front of persons most likely to respond to them. To this end, DoubleClick collects and analyses an extensive amount of information about Internet users. It accomplishes this by invisibly placing a cookie on the hard drive of individuals who visit one of the 11.000 'DoubleClick-affiliated' websites, which enables DoubleClick to track those individuals' clickstream data. The collected information is then compiled into detailed profiles of Internet users. DoubleClick currently has a stockpile of more than 100 million such profiles. 3 In June 1999, DoubleClick caused a public outcry when it purchased Abacus Direct Corp. for more than one billion dollars. Abacus was a directmarketing services company that maintained a vast database of names, addresses, telephone numbers, retail purchasing habits and other personal information on approximately ninety percent of American households, which it sold to direct marketing companies. Through the purchase, DoubleClick intended to combine its massive database of largely anonymous online profiles with Abacus' personally identifiable off line data, so that DoubleClick would be able to create a super database capable of matching individuals' online activities with their names and addresses. In March 2000, after a Federal Trade Commission investigation into whether DoubleClick's consumer data policies constituted unfair or deceptive trade practices, several state and federal consumer class actions raising a variety of statutory and common law tort claims and an investigation by some States, DoubleClick's CEO announced that he had made a 'mistake' by planning to merge both companies databases and stated that DoubleClick would not undertake such merger until it reached an agreement with the US government and Internet industry regarding privacy standards. It agreed to postpone linking personally Although the EU Article 29 Data Protection Working Party was of the opinion that this Directive also applied to the Internet and e-mails, 10 it was still uncertain whether this was indeed the case, and the EU wanted to remove this uncertainty by adopting a new Directive.
Directive 2002/58 had to be implemented in national law by the EU Member States by 31 October 2003. 11 However, nine Member StatesBelgium, Germany, Greece, Finland, France, Luxembourg, the Netherlands, Portugal and Sweden -failed to do so, and in the beginning of December 2003, the European Commission opened infringement proceedings against them.
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One of the innovative provisions of Directive 2002/58 is Article 5(3), as clarified by Recitals 24 and 25, which sets out a legal framework for the use of devices for storing or retrieving information, such as cookies.
This article aims to analyse this new EU legal framework for the use of cookies. First, it is described what cookies are, what types of cookies there are and what they can be used for. Second, it is explained why their use can be problematic in the light of privacy and personal data protection. Third, a critical analysis is made of the new European rules for the use of cookies.
Cookie Technology in a Nutshell
If an individual wants to visit a website or navigate from webpage to webpage within a website, then his webbrowser (for instance, Microsoft Internet Explorer or Netscape Navigator) sends a request to the server that operates the website. Upon receiving the request, the server then transmits to the individual's webbrowser the information that constitutes the requested website or webpage. The communication between the individual's webbrowser and the server that operates the website occurs by means of a protocol called HyperText Transfer Protocol ('HTTP'). The file sent by the server to the webbrowser is preceded by an HTTP header, which is a set of ASCII strings following a special language called HyperText Markup Language ('HTML') and containing information about the server and the document being sent. 12 See http://europa.eu.int/rapid/start/cgi/guesten.ksh?p_action.getfile = gf&doc = IP/03/1663|0|AGED&lg = EN&type = PDF.
13 See Wikipedia -The Free Encyclopedia, available at http://en.wikipedia.org/wiki/HTTP.
HTTP differs from other protocols such as the File Transport Protocol ('FTP') in that it is a 'stateless' protocol, which means that each visit to a website and even each click within a website is seen by the website's server as the first visit by the individual. Consequently, the server 'forgets' everything after each request, unless it can 'mark' a visitor to help remember it. It is at this point that cookies come into the picture: their technical purpose is to 'maintain state' between stateless HTTP communications. In other words, they help a server to remember an individual's activities on the website(s) concerned.
As mentioned above, the cookie technology was invented in the midnineties by Lou Montulli, at that time a programmer at Netscape Communications. The term 'cookies' comes from the computer science term 'magic cookie' used by Unix programmers. 14 A cookie is a text file of typically less than four kilobytes of memory that the server which operates the visited website places on the individual's hard drive by means of an additional line added to the HTTP header. Contrary to some newspaper reports and US court opinions, a cookie is thus not an executable computer program or code and cannot function like a program. 15 The syntax of the additional line in the HTTP header of an HTML document is as follows: 'Set-Cookie: NAME = VALUE; expires = DATE; path = PATH; domain = DOMAIN_NAME; secure'. NAME = VALUE is the name of the cookie and its value. This is the only required attribute in the Set-Cookie header; the others are optional.
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This is the globally unique identifier ('GUID') that the server specifically assigns to an individual and is the main component in the cookie's tracking system; it is through this number that companies are able to identify exactly which websites or webpages an individual has visited before. In other words, it is the data that the website's server wants passed back to it when a browser requests another page. It is this GUID that DoubleClick uses to target individual Web surfers and ensure that they do not see the same advertisement banner over and over again. 18 If there is no expiration date, then the cookie is stored in memory only and is automatically erased when the individual unloads or closes his webbrowser; the cookie is then called a 'session' (or 'transient') cookie. Session cookies only store information in the form of a session identification and do thus not store any personally identifiable information.
19 However, if the DATE attribute refers to a date in the future, then the cookie is a so-called 'persistent' (or 'permanent' or 'stored') cookie and is saved in a file. Only such persistent cookies can be used to track an individual at several visits of one or more websites or webpages. 20 Setting the date for an existing cookie to be some day in the past deletes the cookie. DOMAIN_NAME is an attribute that contains the address of the server that sent the cookie and that will receive a copy of the cookie when the webbrowser requests a file from that server. It defaults to the server that set the cookie if it is not explicitly set in the 'Set-Cookie:' line. This attribute may be set to equal the subdomain that contains the server so that multiple servers in the same subdomain will receive the cookie from the webbrowser. This allows larger websites to coordinate multiple servers in the same subdomain. For instance, if the DOMAIN_NAME equals www.company.com, then machines named one.company.com, two.company.com and three.company.com all receive the cookie from the webbrowser. The value of DOMAIN_NAME is limited such that only hosts within the indicated subdomain may set a cookie for that subdomain.
PATH is an attribute that is used to further refine when a cookie is sent back to a server. When the PATH attribute is set, a cookie is only sent back to the server if both the DOMAIN_NAME and the PATH match for the requested file.
'Secure' is an attribute that specifies that the cookie is only sent if a secure HTTP ('HTTPS') is being used. Since most websites do not require secure connections, this attribute defaults to false.
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When applying the above to surfing to, for instance, the URL http:// www.google.com, then the HTTP header (in HTML) of the response that Google's server sends to the individual's webbrowser may look like this:
HTTP Once a cookie is installed on an individual's hard drive for a particular website, then each time that individual surfs to and navigates through that website and requests a different webpage, the website's server gains access to the current cookie. The information stored in the cookie is attached to every subsequent request from the webbrowser to the website's server for a different webpage. After receiving the cookie's information attached to the webbrowser's request, the server may modify that information to reflect new or updated information. Together with the new webpage the individual requested, the server sends a revised cookie that replaces the old one. Thus, once installed on an individual's hard drive, cookies facilitate a flow of communication back and forth between that hard drive and the website's server. The technical purpose of cookies is thus to make it possible that the server which operates a website can 'remember' that an individual visited that website or a webpage before; cookies allow websites to 'tag' their visitors with unique identifiers so that they can be identified each time they visit the website or webpage. 24 In this way, cookies can be very useful things. For instance, if an individual wants to check his e-mail box via the World Wide Web, then the username and password that have to be typed, can be stored in a cookie, so that these data are automatically filled out the subsequent occasions the individual wants to check his e-mail and that he thus only has to type them once. In the case of electronic commerce, cookies can be used to retain a record of the items that one has ordered the previous time, so that one can view one's shopping basket over a certain period of time. Cookies can also be used to personalize a website; for 22 See Wikipedia -The Free Encyclopedia, supra note 13. 23 See M.R. Siebecker, supra note 2, at 898. 24 It is important to note that cookies do not 'gather' information; the only data available in cookies is information that users themselves provide to websites and the server of the website then stores in cookies.
instance when an individual visits a multi-language website, a cookie can be used to remember the individual's language preference.
In this context, it is important to distinguish between two separate types of information that can be stored in cookies: personally identifiable information and non-personally identifiable information. Personally identifiable information consists of data that is used to identify an individual and is mostly provided to the website by the individual himself, for instance in the context of electronic commerce. Such information, also called 'transaction generated information ', 25 can include, for instance, an individual's name, address, phone number, e-mail address, credit card number, age, gender, income, marital status, number of children, health, political affiliation, social security number, occupation, lifestyle dimensions, leisure activities, type of car, Internet Protocol address, etc.
26 Non-personally identifiable information is not linked to any particular personal information and typically consists of so-called 'clickstream data', for instance the number of times that an individual clicks on an online advertisement ('banner').
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The potential harm of cookies does not lie in the information stored on the user's computer itself, but in what companies can do with the information. It is a fact that a company that retrieves some personally identifiable information via cookies, for instance via electronic commerce, may have some knowledge of some characteristics of individuals. This is a legitimate concern, but in most cases the individual has provided the information himself and has consented to giving the information. In addition, since most websites have only the limited capability to read cookies from an individual's hard drive that that website itself sent on a previous visit, it is hard for single information collecting companies to come to a real 'dossier effect'. The real danger rather lies in so-called 'online profiling' by means of data mining. This consists of recording an individual's online behaviour through the accumulation of clickstream and other forms of data into vast databases and the subsequent construction of 'profiles' of individuals based upon that record. 28 In this context, a third party, usually an advertising agent, places cookies on individuals' hard drives from its own servers. The clickstream data collected by such third parties is in some ways more comprehensive than those of single website owners because third parties serve material on a number of different websites. If company A, company B and company C all enter into an agreement with third party D to place advertisements on each of their respective websites, then third party D can use the same cookie irrespective of which of the three websites an individual is visiting. In other words, whereas companies A, B and C only know what individuals do when they are on their respective websites, third party D can link behaviour of a given individual on any of these websites to that individual's behaviour on any of the other websites. 29 In this way, third party D can associate nonpersonally identifiable information retrieved from a cookie of company A's website with personally identifiable information retrieved from a cookie of company B's website.
This cookie-facilitated interaction for advertising purposes, such as that of DoubleClick, works as follows. When an individual visits website X, then the HTML code underlying the webpage at website X tells the individual's webbrowser that it needs to display several advertisements on the webpage, and it refers the individual's browser to server Y, i.e. the server of the advertising placement service's website. When the request from the individual's webbrowser arrives at server Y, the latter determines whether or not the individual has one of Y's cookies (or one of Y's network of associates). If there is no such cookie, then server Y installs a cookie on the individual's hard drive. If there is already such a cookie on the individual's hard drive, then server Y accesses it, analyses the stored clickstream data, combines that data with data about the individual previously retrieved and finds out what kind of advertisement the individual should be interested in. Server Y then responds to the request from the individual's webbrowser by filling the advertising space on website X's webpage with advertisement banners targeted to the individual's profile. The owner of website X is paid for displaying the banner ads (each view is called a 'hit') and receives more revenue if the individual clicks through on the banner to the sponsor's website (a 'click'). The owner of server Y earns money from the advertisers for placing the targeted banner advertisements on the requested webpage.
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In addition, it has to be pointed out that the scope and penetration of data-profiling activities will probably increase with a new technology initiative aimed at facilitating the sharing of data among several businesses. It is currently rather difficult for companies to exchange customer data, because there is no uniform standard method for compiling and collecting such data, so that a company can share such data with another company only if it first transforms the data into a form that the other company can read. The creation of the Customer Profile Exchange ('CPEX') and the advent of Extensible Markup Language ('XML') will make this possible. CPEX, formed in 1999, is an alliance of technology companies dedicated to developing 'a vendor-neutral, open standard for facilitating the privacy-enabled interchange of customer information across disparate enterprise applications and applications'. 31 To achieve this goal, CPEX is developing a common language based on XML that will allow different companies to exchange data more easily. XML is similar to HTML, but unlike HTML, XML has a greater capacity for facilitating the sharing of data. HTML currently allows website owners to use only a limited array of tags to designate whether Web text should be, for example, a certain font, size or colour. A characteristic of HTML tags is that they identify whether the text is a name, zip code or e-mail address. XML, in contrast, can attach identifying tags to any type of text, allowing it to be recognized. Because anyone can define XML tags, XML cannot by itself facilitate exchanges of customer data among companies; a standard format must exist for the tags. CPEX wants to develop common specifications of XML so that companies collecting customer data can quickly transfer that data to other companies.
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There are several possible self-help measures against the installing of cookies. First, webbrowsers permit their users to set their 'preferences' to accept or reject cookies, to notify the user before accepting a cookie or to accept only cookies that will be returned to the originating website. A second possibility is to manually delete all cookies installed in the 'cookie jar' after having finished surfing the World Wide Web. 33 Third, there is also software for examining, editing, blocking or eradicating cookies, such as Cookie Pal, Cookie Master 2, Cookie Crusher, Crumbler 97, Cookie Cutter, etc.
34 However, it is perceived that self-help does not seem to be sufficient and that there should also be a legal framework with respect to the use of cookies. Below, we turn to an analysis of the new EU legal framework for the use of cookies. However, as will be explained below, the Council later replaced the Parliament's intended prohibition to use cookies unless prior, explicit consent by a permission to use cookies on the condition that information and a right to refuse the cookie are provided.
Before analysing Article 5(3) and its related Recitals, it is necessary to examine the legal framework's material and territorial scope. equipment of a subscriber or user, but it neither refers to any specific technologies nor to any types of information that it covers.
As regards the technologies, this vagueness undoubtedly corresponds to the intention to remain as technology-neutral as possible. One source of interpretation is Recital 24, which provides some examples of technologies other than cookies that are covered: 'spyware, web bugs, hidden identifiers or other similar devices [that] can enter the user's terminal equipment without their knowledge in order to gain access to information, to store hidden information or to trace the activities of the user. ' The absence of an explanation of the term 'information' can lead to two possible interpretations of the types of information that are covered, depending on whether one sticks to the purpose of Directive 2002/58 -which is to regulate the processing of personal data -or whether one thinks that the terminology used in Article 5(3) is aimed to be more neutral and silently departs from the Directive's purpose. 43 It has to be pointed out that Article 5(3) does not pay any attention to the purpose of the intrusion. It can be inferred from this that it applies no matter what the purpose is of the person or company that stores or accesses information.
Territorial Scope: Worldwide Application
One of the most relevant issues in practice is the question of when installing a cookie is subject to the rules set forth in Directive 2002/58. For instance, does the Directive apply to the situation in which a cookie is installed on an individual's hard drive which is located in the EU by an individual or a company located outside the Union, for instance in the US? Since the territorial scope of legal rules in the context of communications networks is usually complex, it is surprising that it can be inferred from the preparatory documents of Directive 2002/58 that its territorial scope was never discussed in any significant way during the drafting process.
The territorial scope of Directive 2002/58 is laid down in Articles 1(1) and 3(1). Article 1(1) provides that '[t] his Directive harmonises the provisions of the Member States required to ensure an equivalent level of protection of fundamental rights and freedoms, and in particular the right to privacy, with respect to the processing of personal data in the electronic communication sector and to ensure the free movement of such data and of electronic communication equipment and services in the Community.' (emphasis added). Article 3(1) provides that '[t]his Directive shall apply to the processing of personal data in connection with the provision of publicly available electronic communications services in public communication networks in the Community.' (emphasis added). According to these provisions, the criterion for determining whether the Directive territorially applies seems to be the fact that the personal data are processed in the framework of electronic communications services provided in public communications networks in the Community. The wording 'in the Community' does not only refer to 'public communications networks' but also to 'services', since a communication service is necessarily linked to a communications network; 47 Directive 95/46 territorially applies if the controller of the processing (1) uses equipment over which he exercises at least partial control, and (2) has the intention to process personal data. 50 In other words, the service provider thus has to have the intention to process personal data by means of the equipment, situated in an EU Member State, that is at its disposal. Accordingly, the simple act of using a publicly available communication network on the territory of the EU without the said intention does not suffice to justify the application of Directive 95/46. Applying this reasoning to cookies, the Working Party is of the opinion that Directive 95/46 applies to the installation of cookies on a computer located on the territory of the EU from outside the EU, since (1) a user's computer can be 48 
Article 4(1) : 'Each Member State shall apply the national provisions it adopts pursuant to this Directive to the processing of personal data where: (a) the processing is carried out in the context of the activities of an establishment of the controller on the territory of the Member State; when the same controller is established on the territory of several Member States, he must take the necessary measures to ensure that each of these establishments complies with the obligation laid down by the national law applicable; (b) the controller is not established on the Member State's territory, but in a place where its national law applies by virtue of international public law; (c) the controller is not established on Community territory and, for purposes of processing personal data makes use of equipment, automated or otherwise, situated on the territory of the said Member State, unless such equipment is used only for purposes of transit through the territory of the Community.'
49 See supra note 48. 50 Working Document No 56 of 30 May 2002 on determining the international application of EU data protection law to personal data processing on the Internet by non-EU based web sites, 10, available at http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2002/wp56_en.pdf. viewed as 'equipment' within the meaning of Article 4(1)(c) of Directive 95/46, (2) the installer of the cookie 'makes use' of that equipment when installing a cookie, and (3) 'the controller decided to use this equipment for the purposes of processing personal data and [. . .] several technical operations take place without the control of the data subject. The controller disposes over the user's equipment and this equipment is not used only for purposes of transit through Community territory.' The Working Party has consequently stated that the national law of the Member State where the user's computer is located applies to the question under what conditions his personal data may be collected by placing cookies on his hard drive.
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Since the EU Member States' legislation implementing Directive 95/46 and Directive 2002/58 thus applies to persons and legal entities outside the Union (for instance those located in the US) installing cookies on a computer located on an EU Member State's territory, the European legal framework for the use of cookies has a tremendous extra-territorial application.
Assessment of the Legal Rules
The new legal framework for the use of cookies, laid down in Article 5(3) of Directive 2002/58, consists of two parts: (1) two substantive obligations, and (2) two exceptions to these obligations. It must be pointed out, however, that one must also comply with the rights and obligations set forth in Directive 95/46.
Two Substantive Obligations
Article 5(3) allows the use of electronic communications networks to store information or to gain access to information stored in the terminal equipment of a subscriber or user on the condition that the subscriber or the user (1) is provided with clear and comprehensive information in accordance with Directive 95/46, inter alia about the purposes of the processing, and (2) is offered the right to refuse such processing by the data controller. In other words, installing a cookie is subject to (a) an obligation to provide information, and (b) an obligation to offer a right to refuse.
Obligation to Provide Information
The first condition set forth in Article 5(3) is that the user or subscriber is provided with clear and comprehensive information in accordance with Directive 95/46, inter alia about the purposes of the processing.
The fact that Article 5(3) provides that information has to be provided 'in accordance with Directive 95/46' implies that the person placing the cookie must comply with the obligation to inform laid down in Article 10 51 Id., at 11. of Directive 95/46. This information includes (1) the identity of the controller of the processing and of its representative, if any, (2) the purposes of the processing for which the personal data are intended, and (3) any further information such as (a) the recipients or categories of recipients of the personal data, (b) whether replies to the questions are obligatory or voluntary, as well as the possible consequences of failure to reply, and (c) the existence of the right of access to and the right to rectify the personal data. In all probability, the information about whether replies to the questions are obligatory or voluntary and about the consequences of failure to reply can be transposed to the cookie context into information about whether allowing a cookie to be placed is required or not to visit the website or make use of its service and about the consequences of not allowing a cookie to be placed. In this respect, A possible interpretation is that repeating the obligation to inform in Directive 2002/58 aims to -in the context of cookies -no longer distinguish between data of natural persons and data of legal persons. It could be argued that, since Article 1(2) of Directive 2002/58 provides that its provisions 'provide for protection of the legitimate interests of subscribers who are legal persons', the purpose of repeating the obligation to inform is that also subscribers who are legal persons have to be informed, and this in contrast with Directive 95/46, under which only natural persons have to be informed (since this Directive does not apply to data of legal persons). However, this interpretation would run counter to Another -and the most plausible -interpretation is that repeating the obligation to inform in Directive 2002/58 aims to -in the context of cookies -no longer distinguish between 'personal data' (as defined in Article 2(a) of Directive 95/46) and 'non-personal data'. It could be argued that a person installing a cookie still has to provide information, even if that cookie processes data that do not identify a natural person or allow such person to be identified. This interpretation is in accordance with our assessment of the material scope of Article 5(3).
A consequence of explicitly referring to the obligation to inform about the purposes of the processing in accordance with Directive 95/46 is that Article 5(3) imposes another obligation, i.e. the obligation to comply with the requirement that the purposes of the processing be legitimate, as set forth in Articles 6 and 7 of Directive 95/46. This requirement is confirmed in 
Obligation to Offer a Right to Refuse
The second condition set forth in Article 5(3) of Directive 2002/58 is the offering of a 'right to refuse' the cookies. This terminology seems rather inappropriate, since the notion of refusal comes close to the notion of consent, which implies that the user would have only one single opportunity to deal with the cookie: If he does not refuse it the first time, then he can no longer withdraw his consent, for -according to Recital 25 (see infra) -the right to refuse can be offered once and cover any future use of the cookie during subsequent connections, which would thus deprive the user of any remedy during subsequent connections. It would undoubtedly have been better to use the term 'right to object', which is used in Directive 95/46 with regard to the processing of personal data for direct marketing purposes. 53 The right to object can be exercised at any time, also during subsequent connections. In this respect, it has to be pointed out that, as mentioned above, technical solutions make it possible to suppress cookies at any time. The use of the right to object would have overcome the problem of multiple users of one terminal equipment, a problem which is explicitly addressed in An odd, circular problem of the rule that the offering of a right to refuse can cover subsequent connections is that, if the user or subscriber refuses the cookie, it is not clear how the service provider will be able to 'remember' this, since the provider is not allowed to install a cookie that contains the information that the user exercised his right to refuse. Maybe this may qualify as an example of the first exception to the obligation to provide information and a right to refuse (see infra).
Although the user or subscriber has a right to refuse cookies, he nevertheless has to bear the consequences of his refusal for further visiting the website or using a service, for -as already mentioned above in the context of the obligation to inform -Recital 25 of Directive 2002/58 provides that ' [a] ccess to specific website content may still be made conditional on the wellinformed acceptance of a cookie or similar device, if it is used for a legitimate purpose.' This seems to imply that a service provider can refuse to give access to a service although the cookie installed on the computer is not necessary for the supply of the service. The existence of a legitimate purpose that justifies the use of a cookie suffices to permit the service provider to make the service conditional on the acceptance of the cookie.
Who Has to Comply With the Obligations?
Article 5(1) of Directive 2002/58 does not specify who has to comply with the obligations to provide information and to offer the right to refuse, which seems to imply that it is the person or company that uses the cookie concerned. It is worth noting that Recital 25 of the Common Position No 26/2002 on Directive 2002/58 provided that these obligations had to be complied with by 'the operator of a website sending such devices or allowing third parties to send them via his website'. 55 It is not clear why the latter wording has been deleted in the final version of the Directive, since it is an appropriate point of view. The UK Information Commissioner's point of view on this issue seems to be based on the Common Position' As regards the moment to comply with the obligations, this provision seems to require a website to provide information and offer the right to refuse at the moment that the connection is made.
It is, however, not clear how the obligations have to be complied with. The text of Article 5(3) of Directive 2002/58 provides that the subscriber or user has to be 'provided with' the information and must be 'offered' a right to refuse. Similarly, Recital 25 merely provides that users 'should have the opportunity to refuse' (emphasis added). It is not clear whether or not this means that the information and the right to refuse expressly have to be brought to the individual's attention by means of an actively directed communication, for instance in the form of a pop-up window. Recital 25 does not explicitly prescribe that a pop-up window be used, but specifies that ' [t] he methods for giving information, offering a right to refuse or requesting consent should be made as user-friendly as possible.' This terminology seems to imply that there has to be a specific communication addressed to the user or subscriber and that it does not suffice for the person who has to comply with the obligations to have recourse to a simple technical 'possibility' for the subscriber or user to access the information and exercise the right to refuse the cookies. This interpretation finds support in Recital 25, which provides that the information and the right to refuse may be offered once covering any further use that may be made of cookies during subsequent connections; if the information only has to be accessible to the user, then this concession would be of no practical interest.
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The UK Information Commissioner seems to share this opinion, by saying that ' [t] he requirement that the user or subscriber should be 'given the opportunity to refuse' the use of the cookie type device may be subject to differing interpretation. At the very least, however, the user or subscriber should be given a clear choice as to whether or not they wish to allow a service provider to engage in the continued storage of information on the terminal in question. (original emphasis). The fact that an 'opportunity to refuse' such storage or access must be provided imposes a greater obligation on the relevant party than that they should simply make such a refusal a possibility.' (emphasis added). 58 In translating this into practice, however, the Commissioner takes a rather prag- 59 The Information Commissioner thus seems to be of the opinion that it might suffice to provide the information and offer the right to refuse in a privacy policy visibly posted on the website.
As regards the obligation to offer a right to refuse, this opinion would then boil down to explaining in the privacy policy how the webbrowser can be used to refuse cookies. However, as regards the right to refuse, the Commissioner's statements seems to be inherently contradictory, since it is not clear what the difference is between simply making a refusal a possibility (which the Commissioner says is insufficient) and merely explaining in a privacy policy how a webbrowser can be used to refuse cookies (which the Commissioner says is sufficient). In any event, it would be logical that, unless an exception applies (see infra), a cookie may not be installed at the moment itself that an individual visits a website, since he then would not have had the opportunity to refuse the cookie.
As regards the obligation to inform, it is worth mentioning in this respect that in the Common Position version of Directive 2002/58, Article 5(3) provided that the user had to 'receive in advance' the information, and Recital 25 provided that 'clear and precise prior information' had to be provided (emphasis added). The fact that in the Directive's final version the wording 'in advance' in Article 5(3) and 'prior' in Recital 25 has been deleted and that the term 'receive' in Article 5(3) has been replaced by 'provide with', may be an argument for contending that providing information in a privacy policy (which is, as opposed to a pop-up window, a 'passive' way of communicating) is sufficient. However, this argument is not valid for offering the right to refuse.
Two Exceptions
The second sentence of Article 5(3) of Directive 2002/58 contains arather enigmatic -exception to this general regime: 'This shall not prevent any technical storage or access for the sole purpose of carrying out or facilitating the transmission of a communication over an electronic communications network, or as strictly necessary in order to provide an information society service explicitly requested by the subscriber or user.'
The use of the wording 'this shall not prevent' does not make it easy to assess the exact scope of this exception. Does it aim to waive the obligation to provide information and/or to offer a right to refuse? Or does it allow the person or company that has to comply with the obligations to inform and offer the right to refuse to ignore the user's refusal? The Recitals do not provide any guidelines for answering this question. It may be useful to examine whether the national laws implementing Directive 2002/58 shed light on this matter. In the UK, for instance, Article 6 (1) 61 Although the European Parliament's proposal for a prohibition of cookies was replaced by a permission to install cookies in combination with an obligation to provide information and to offer a right to refuse, this first exception (although slightly reworded) was maintained in the Directive's final version, so that the Parliament's proposal is a solid basis for interpretation.
In any event, it is clear that the purpose of carrying out or facilitating the transmission of a communication has to be the sole purpose; if there is another, concurrent purpose, then the exception does not apply.
A second situation in which a technical storage or access qualifies as an exception is if it is 'as strictly necessary in order to provide an information society service explicitly requested by the subscriber or user'. The term 'information society services' is not defined in 64 Directive 98/34 does not explicitly explain what 'normally provided for remuneration' exactly means, but it is generally accepted that this means that the service has to be an economic activity. According to the case law of the European Court of Justice, an economic activity does not necessarily require that the beneficiary of the service pays for the service; the fact that a third party pays the provider of the service is sufficient (for instance a service provider which offers certain online services for free, which is 61 Amendment 9, supra note 36, at C 140E/124. 62 ' , and 'at the individual request of a recipient of services' means that 'the service is provided through the transmission of data on individual request'. This concept has already been the object of many studies, so that it will not be further examined in this article. made possible by revenue coming from advertisement fees paid by third parties).
Does this second exception imply that, if an individual has requested an information society service that involves collecting information regarding usage, it follows that he does not have to be informed and does not have a right to refuse the cookies concerned? It is hard to answer this question in abstracto; it will depend on whether the use of the cookie corresponds to a 'technical storage or access' (as mentioned above, it is not clear what this exactly means) and whether the cookie is 'strictly necessary'. The Directive does not give any information about how the wording 'as strictly necessary' should be interpreted. Something to hold on to can be found in the UK Information Commissioner's Guidelines, which provide that ' [t] applies to all matters which are not specifically covered by the provisions of Directive 2002/58, including the obligations on the controller and the rights of individuals, persons and companies that place cookies have to comply with all provisions of Directive 95/46, such as the obligation to notify the national supervisory authority (provided in its Article 18) or the data subject's right of access to the personal data (provided in its Article 12), but only on the condition that the application criteria of Directive 95/46 are met. Amongst other things, this means that other obligations under Directive 95/46 apply only in the event that via the cookie 'personal data', as defined in its Article 2(a), are processed; these obligations do not apply if data related to legal persons or 'non-personal data' related to natural persons (for instance, data that do not identify or allow to identify a natural person) 67 are processed. The UK Information Commissioner is of the same opinion, saying that '[w] here the use of a cookie type device does involve the processing of personal data, service providers will be required to ensure that they comply with the additional requirements of the Data Protection Act 1988 [which implemented Directive 95/46] . This includes the requirements of the third data protection principle which states that data controllers shall not process personal data that is excessive [. . .] . Where personal data is collected, the data controller should consider the extent to which that data can be effectively processed anonymously. This is likely to be of particular relevance where the data is to be processed for a purpose other than the provision of the service directly requested by the user, for example the counting of visitors to a website.' 68 A provision of Directive 95/46 that does not apply is Article 7. This Article, which enumerates the few situations in which personal data may be processed, 69 is overridden by Article 5(3) of Directive 2002/46: One is allowed to process personal data via cookies in any situation, also situations that are not enumerated in Article 7, provided that the obligations to provide information and offer a right to refuse are complied with.
One of the far-reaching consequences of the extra-territorial application of Directives 95/46 and 2002/58 to service providers established outside the EU placing cookies on hard drives of computers situated in the EU, is that these service providers, when processing personal data via such cookies, have to comply with Article 18 of Directive 95/46, which provides that they have to notify the supervisory authority of the EU Member States before placing any such cookie. An important issue in this respect is that Member States are allowed to provide certain exemptions from notification, which implies that a service provider placing such cookies may have to be obliged to notify the supervisory authority of one Member State while it may be exempted from notification in another Member State.
Such 'foreign' service providers also have to comply with Article 25 of Directive 95/46, which provides that the transfer of personal data from 67 In this context, the question arises as to whether or not an Internet Protocol address is a 'personal data.' This issue is not further discussed in this article.
68 UK Information Commissioner, supra note 46, at 4. 69 Article 7: 'Member States shall provide that personal data may be processed only if: (a) the data subject has unambiguously given his consent; or (b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract; or (c) processing is necessary for compliance with a legal obligation to which the controller is subject; or (d) processing is necessary in order to protect the vital interests of the data subject; or (e) processing is necessary for the performance of a task carried our in the public interest or in the exercise of official authority vested in the controller or in a third party to whom the data are disclosed; or (f) processing is necessary for the purposes of the legitimate interests by the controller or by the third party or parties to whom the data are disclosed, except where such interests are overridden by the interests for fundamental rights and freedoms of the data subject which require protection under Article 1(1). ' an EU Member State to a country outside the EU is allowed only if that country has an adequate level of protection of personal data. Article 25 applies since personal data are collected on the territory of an EU Member State, i.e. on the hard drives of computers located on that territory, and are subsequently electronically transferred outside the EU.
If a country has an adequate level of protection, then such transfer is allowed. As regards a service provider established in the US, this means that it is allowed to perform such transfers via cookies if it has adhered to the US Safe Harbor Principles.
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According to Article 26 of Directive 95/46, other relevant grounds on which such transfers are allowed -even if the country to which the personal data are transferred does not have an adequate level of protectionare (1) the fact that the data subject has given his unambiguous consent to the transfer, (2) the transfer is necessary for the performance of a contract between the data subject and the controller or the implementation of precontractual measures taken in response to the data subject's request (for instance, in the context of electronic commerce), and (3) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between the controller and a third party.
If, however, the service provider is established in a country that has no adequate level of protection (for instance, an American company that has not adhered to the US Safe Harbor Principles) or cannot rely on one of the situations set forth in Article 26, then it is not allowed to transfer personal data via cookies outside the EU. This is again an example of the far-reaching consequences of the extra-territorial application of Directive 2002/58.
Conclusion
Directive 2002/58 is probably the first statutory legal framework in the world that specifically deals with the use of cookies. In principle, it should be widely applauded because it explicitly recognizes that the use of cookies gives rise to privacy and data protection problems and it constitutes an attempt to protect the fundamental right of privacy while at the same time recognizing that cookies can be used for legitimate purposes and thus preserving legitimate interests of businesses. It is to be hoped that the Directive may therefore be an incentive for other countries to pay more attention to the use of cookies from a privacy point of view.
However This general hiatus directly influences the scope of the provisions that specifically deal with the use of cookies. For instance, as regards the material scope, it is not completely clear whether or not these provisions apply to information processed via cookies that cannot be qualified as 'personal data' within the meaning of Directive 95/46, for example information related to legal persons. On the other hand, it has been explained that, as regards the use of cookies, both Directives have the same, tremendously extra-territorial scope: they not only bind service providers established on the territory of an EU Member State, but also those established outside the EU, for instance in the US.
There are also other 'bugs' in the cookie-related provisions, which may result from the fact that the Directive's first draft versions did not contain any rules on the use of cookies and that the final cookie-related provisions have been inserted in a hurry without thorough analysis. For instance, the introduction of the new concept of the right to 'refuse' raises several questions, for example as regards its relationship with the right to 'object' which is used in Directive 95/46. Another gap is the fact that there is no concrete guidance as to how the obligations to provide information and offer a right to refuse must be complied with. It is also not entirely clear what types of cookie uses are covered by the two exceptions.
In conclusion, the question can be raised whether the new EU legal framework that regulates the Cookie Monster is not a monster itself . . .
